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@ CDK
@ Clobal.

This communication details the functionality that is specifically available to customers on
versions 9090 through to 9304B that will assist them with their GDPR compliance. The details
contained in this document related to the specific GDPR areas highlighted supersedes the
information that has been sent out in prior GDPR communications from CDK.

This document covers five specific GDPR areas:
e (Consent
e Right to be Forgotten
e Right to Rectification
e Right to Access
e Right of Portability

Each of the above sections consists of two sub-sections:

1. Regulation Information table, containing:
o Summary of the requirements of the regulation
o The specific regulation and any relevant GDPR articles or recitals

2. Functionality available
o Details of the functionality available and any workarounds required
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@ CDK
@ Clobal.

Requirement
Processing a data subject’s personal data should be only
where there is a lawful basis for such processing (e.g. consent,
contract, legal obligation)

Under the Data Protection Act (DPA), Individuals have the right
to ‘block’ or suppress processing of personal data. The
restriction of processing under GDPR is similar. When
processing is restricted, you are permitted to store the
personal data, but not further process it. You can retain just
enough information about the individual to ensure that the
restriction is respected in future.

Individuals have the right to object to:

e Processing based on legitimate interests

e Direct marketing
At which point you must no longer process their personal data
unless you can demonstrate legitimate grounds for continuing
to do so.

Relates to
The Lawfulness of Processing
(see GDPR Article6(1) and
Recitals 39-50)

The Right to Restrict
Processing
(see GDPR Articles 18,19 and
Recital 67)

The Right to Object
(see GDPR Articles 12, 21 and
Recitals 69-70)

For Autoline Revision 8, versions 9090 to 9304B, the new automated consent management
tools to assist with both the existing PECR and forthcoming GDPR regulations are not

compatible.

Using existing functionality, consent can be managed for limited channels within the DMS —
primarily postal, phone, fax and email activity. This will vary dependent on the version of

Autoline Revision 8 in use.

Additionally, it is not possible to produce a consent agreement statement from within the

DMS. This will need to be managed via a manual process.

Evolving the Automotive Retalil
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@ CDK
% Global.

Requirement Relates to
Enabling an individual to have the deletion or removal of their The Principles relating to
personal data where there is no compelling reason for its Processing of Personal Data
continued processing. (see GDPR Article 5 and Recital
39)

The Right to Erasure
(see GDPR Articles 17, 19 and
Recitals 65 and 66)

To delete a customer record, on the Customer tab within CRM, you can set the customer
status to ‘X - Marked for deletion’. This allows the customer record be removed from the
system via a batch deletion process, unless it is still required for legal or contractual reasons.

B3 kec's CRM (MK/D1) (ke 1024)
File Reports Tools Customeroptions Contactdetails Help

q P & P & OF | B Oa w G @

Close Save Wizard mode Letters Complaints  Satisfaction No Motes Extra details
CAM Shotcuts | Find recond: | | Customer Name
- Summary | Customer | Addtional Detais | Associated vehicles | CAM documents | My Leads | Dashbosrd | Data protection |
TPS
Teesmibas: [+ | [Mc Home phone: [2253416424 [
First name: |Cmiomef Work phone: l2253¢165455 r
Sumame: [Name Work extension |
Saktation: | Customer Fax | I
Enai [ [
Prefemed contact no | l] O
Address New street N2 123 Andar 55 Source of business:
From a new location |0UT ﬂ

PORTOD Status:

Fostcode: 4100
Live - No Direct Mal
D Live - Data Protected
Stop all mail: |_ Sensitive customar: I_ X Markad for delalion

Customer record view for version 9090 onwards
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@ CDK
@ Clobal.

Individuals are entitles to have personal data rectified if it is inaccurate
or incomplete. If you have disclosed the personal data in question to
third parties, you must inform them of the rectification where possible.
You must also inform the individuals about the third parties to whom

Requirement

the data has been disclosed where appropriate.

Relates to

Right to Rectification
(see GDPR Article 16)

Personal data is easily accessible and can be updated by any authorised user.
You will need to verify within your version of Autoline if you have the below Audit option
enabled, which will capture all rectifications made to a customer record as an audit trail:

3 kec's CRM (MK/01) (kec/1024)

File Reports Tools Customeroptions Contactdetails Help

ﬂ Transaction log

Exit Veh-maint-reven
Letters
CRM Sh Complaints
My Sho ¥) Satisfaction
Driver-details
% No Notes

Customer vehicle

Family tree

s i

Edit

ftional Details | Associated v

Ba416444 4
534165455 4

AuditLBﬁtt.on

Dept| Exec |Type Notes

Evolving the Automotive Retalil
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@ CDK
0 Global.

If this option is switched on, you will be able to access an audit trail, as shown the example

@0 View database audit file ] X

Fiters

Moduie: MK =] Table Jtarst | [ 77 o | user: | =l L]

Dates:
- 0 <] c - 77 ] search Clear Direction
- ‘ El I | FORWARDS _

N.E. Fiteremsin [brackets] | Fecord key Key path.
are audt cortrolled % Record added Field amended % Racord deleted Tl e
[Mod ®/CoTable [Column | Oce [Date Time Onginal vale New value Record detals| User
MK Ol tat ADDRESS 1 12/10/2017 101311 Rua Pinhero Manso - New street N¥ 123 Andar 55 "MAGIC" = 3 koo
MK Oltagt ADDRESS 2 12102017 101311  N®123 Andard From 3 new location "MAGIC" = 3 koo
MK 01 tat FIRSTNAM 12/10/2017 101310 Manuela Comeia Abcd “MAGIC” = 3 kec
MK 01 tagt FIRSTNAM 1/10/2017 104704 Abod Customer "MAGIC" = 3 koo
MK Oltagt OSURNAME  12/10/2017 101311 Something "MAGIC" = 3 koo
MK 01tagt OSURNAME 13/10/2017 104704  Something "MAGIC" = 3 keo
MK 01tagt PHONE 112102017 101311 225341654 2253416424 “MAGIC" = 3 kee
MK 01tagt PHONE 2 1271072017 101311 225341654 22534165455 "MAGIC" = 3 kee
MK 01tagt POSTCODE 12102017 161311 4100413 4100 "MAGIC" = 3 kec
MK 01t SEX 10/10/2017 201105 F "MAGIC" = 3 kee
MK Ol tagt SUFFIX 10/10/2017 2011.05 123456789 "MAGIC" = 3 koo
MK 01 tagt  SURNAME 1271072017 101311 Siva 12345 MAGIC" = 3 kee
MK 01 targt SURNAME 13/10/2017 104704 12345 Neme “MAGIC" = 3 kee

< >

Example of audit trail

If you cannot see this option within Autoline, you will need to enable the feature. This can be
switched on with the following steps:

System utilities > Management menu > Database auditing
> Audit control > Module MK, Company, Table targt > Create

5 Database audit control - Fd
- M.B. tems in [ brackets |
Module: IMI{ [ Marketing ] ;I have database audit contral
records on file
Company: I'[H [ Compary 01 ] ;I
Table: Itargt Customer records ;I

Awvailable columns to add from dictionany:

Column list to be audited:

Short name |Descrip1inn |J !Shurt name |Desc:riptinn

MAGIC Customer number s

COMMAGIC Company magic number

STATUS Record status rfdd

CREATED Date created

EDITED Date last edited Ll Cre

TITLE Tile ate
INITIALS Iritials | .
FIRSTMNAM First name 4|""’E’
SLIRNAME Sumame ~Remove

SALUTE Salutation ﬂl
SHORT Short name ;l

EXEC Contact executive

PHOMNE Telephone numbers Ll

ADDRESS Address Help |
POSTCODE Postcode

TARGTYPE  Customertype v Bt |

Refreshes the drop down lists and updates with brackets [ ] f tems are audit controlled

Database audit screen
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@ CDK

@ Global.
Select and Add (using the arrow) the required fields from the Available columns on the left to
the Columns to be audited on the right. Recommended fields could be Title, Surname,

Address, Postcode, Email, Status, TPS flags, etc. Then, press ‘Save’

Once this has been enabled, you will be able to access the audit trail.

) Database audit control - x
- M.E. ltems in [ brackets ]
Madule: |M|{ [ Marketing ] j have database audit control
records on file

Company: |D1 [ Compary 01] ﬂ
Table: |tar91 Customer records ﬂ

Clear
Awailable columns to add from dictionary: Column list to be audited:
Short name Description | Short name Description
MAGIC Customer number ~ STATUS Record status
COMMAGIC Company magic number _ FIRSTHAM First name
CREATED Date created Add SURNAME Sumame
EDITED Date last edited ADDRESS Address
TITLE Title ad POSTCODE Postcode G
INITIALS Initials EMAIL E-mail address =l
SALUTE Salutation 4 TPSON TPS protected? s
SHORT Short name Qa“e
EXEC Contact executive Remove = I
PHOME Telephone numbers ance
TARGTYPE  Customertype 1
LETTERS Auto letters
COSTCENT  Cost centre «
ACCOUNT Sales ledger account Help
COMPPOS Comparny position :
SUFFIX Declaration suffic v Bt

Report on all audit controls

Database audit screen with desired audit fields selected
Finally, to activate the Audit button option, go to:

CRM > System Maintenance > User access control > Load the relevant user > Amend >
Available buttons tab > drop down > Customer functions > Select Audit > Save
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@ CDK
@ Clobal.

Requirement Relates to
You must be able to provide a data subject, upon request, with: The Right of Access
e Confirmation their data is being processed (see GDPR Articles 12, 15
e Access to their personal data and Recital 63)

e Any other supplementary information

You will need to use a manual process, supported by your Privacy Policy, to inform customers
of how their data is being processed.
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@ CDK
@ Clobal.

Requirement Relates to
Provide a data subject, upon request, with a copy of the personal Right to Data Portabililty
data stored on them, allowing them to move, copy, or transfer (see GDPR Articles 12, 2
personal data easily from one IT environment (and Data Controller) and Recital 68)

to another in a safe and secure way, without hindrance to usability.

The report KG1 “Export customer details” will provide the functionality to produce this report.
This will be available ahead of the GDPR readiness deadline of 25t May 2018.

This will be accessed via either:
CRM > Reports & Enquiries > Report generator > Run report generator
or

CRM > Reports & Enquiries > GDPR reports menu
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