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@® CDK
@ Global.

With the deadline for compliance with the General Data Protection Regulations (GDPR) on
25™ May 2018 moving ever closer, here is the latest update from CDK Global.

In this update, you will find the following information:

1. Existing Functionality — details of existing functionality that already exists within
Autoline Revision 8 that will help you to meet your GDPR obligations, plus additional
supporting commentary, covering:

= Fundamentals of Data Processing
= Rights of Individual Data Subjects

2. New Developments — Latest updates regarding the new developments that CDK
Global are undertaking on Autoline Revision 8 to help you to meet your GDPR
obligations, which includes:

= Descriptions of the developments
= Anticipated customer readiness dates

3. Existing functionality: more details and screenshots — where relevant, we have
included descriptions and screenshots of some existing functionality that relates to
GDPR

4. New Developments: more details and screenshots — Detailed explanations and
screenshots for developments on Autoline Revision 8 that either are or are very close
to ‘customer-readiness’ (fully completed and tested). We will provide further updates
in the coming months for those developments that are not yet complete.

5. GDPR Overview - A high-level re-cap of the key responsibilities of the Data Controller
and the Data Processor in terms of GDPR

Kind Regards,

Product Marketing Team
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PLEASE NOTE: To help you to manage your organisation’s compliance with GDPR in the best
possible way, particularly in relation to managing marketing consent, we recommend that you
upgrade to Autoline Revision 8, Version 9304E-31 or above.

For Autoline Revision 8, version 9304E-31 and above

Customers will benefit from a significant upgrade with regards to the management of
marketing consent agreements. This includes use of a new tool with which it is
possible to record marketing consent by channel (Email, SMS, Phone, Post) split out by
dealership department and external partners, including OEMs (vehicle manufacturers)
and other 3rd parties. This new tool also integrates with the marketing functions
within Autoline, providing a visual indicator within various screens where consent is
not in place. A record of every modification made to a data subject’s consent
agreements is also recorded for audit purposes.

Please be aware that any interfaces that use the existing TPS consent flags for filtering
the data that is sent to OEMs or other 3™ Parties will not make reference to the new
consent structures by default, which could cause inconsistencies. Should changes to
interfaces be required to make use of the new consent structures, interface owners
will need to make these requests for change through the normal channels.

For Autoline Revision 8, version 9090 to 9304E-30

There will be an enhancement to the existing marketing consent functionality to
ensure the product supports the minimum requirements for both the existing PECR
and GDPR regulations, including archiving of marketing consent changes for audit
purposes.

For customers on the earliest versions of Autoline Revision 8, prior to 9090

Due to the age of the product, we will not be able to provide fully automated support
for the existing PECR and forthcoming GDPR regulations within the DMS. Customers
can only manage consent for postal activity and will need to maintain marketing
consent for other channels (SMS, email, Phone) outside of the DMS.

Please read through this latest communication in full for all the details regarding the
developments related to GDPR and to find out which versions they are applicable for.
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1. Existing Functionality

a) Existing functionality and comments related to the ‘Fundamentals of Data Processing’

Processing of personal data shall not reveal information,
such as racial or ethnic origin, political opinions, data
concerning health, etc. except where the data subject
has given explicit consent for the processing of their data
for a specified purpose.

You will need to implement appropriate technical and
organisational measures to ensure and be able to
demonstrate that processing is performed in accordance
with GDPR. Where necessary, you will also need to
implement appropriate data protection policies.

You must implement appropriate technical and
organisational measures to minimise the risks of data
processing, i.e. for security, data should be processed in
a manner that ensures security and protection against
unlawful processing, accidental loss, damage or
destruction.

The processing of Special Categories of Data
(see GDPR Article 9 and Recitals 46, 51-56)

The Responsibility of the Controller
(See GDPR Article 24 and Recitals 74-77)

Data Protection by Design and by Default
(see GDPR Article 24 and Recital 78)

For the purposes of processing Motability agreements
(only relevant to our UK customers), it will be necessary
to record Motability number, Authority and start date.
Autoline Revision 8 provides the facility for recording this
information for versions 9090 and above.

CDK Global are still reviewing the information on the
measures that need to be taken to ensure and be able to
demonstrate that processing is performed in accordance
with GDPR and will provide a further update on these in
due course.

Within Autoline Revision 8, there are already a number
of security measures in place, including:

User permissions — allowing you to lock down who can
access and edit a data subject’s personal data

Data Security processes and procedures within our data
centres

CDK Global are currently reviewing our data processing
procedures to understand how risk can be minimised.
We will provide a further update on this when the review
is fully complete.

Evolving the Automotive Retail Experience

CDK Global Holdings (UK) Ltd, Cygnet Way, Charnham Park, Hungerford, Berkshire, United Kingdom, Company No.: 09347879
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b) Existing functionality and comments related to ‘The Rights of Individual Data Subjects’

Relates to Existing functionality / CDK Comment

Individuals are entitled to have personal data rectified if
it is inaccurate or incomplete. If you have disclosed the
personal data in question to third parties, you must
inform them of the rectification where possible. You
must also inform the individuals about the third parties
to whom the data has been disclosed where appropriate.

The right to erasure, also known as ‘the right to be
forgotten’ enables an individual to request the deletion
or removal of personal data where there is no compelling
reason for its continued processing.

Where a data subject’s personal data has been shared
with a third party, you must inform the third party if the
data subject has asked for their data to be rectified,
erased (forgotten) or restricted from processing. You
must also inform the data subject of these third parties.

The Right to Rectification
(see GDPR articles 12, 16 and 19)

The right to Erasure
(see GDPR articles 17, 19 and Recitals 65 and 66)

The right to Erasure
(see GDPR articles 17, 19 and Recitals 65 and 66)

For customers on version 9090 and above

Personal data and any consents for marketing activity are all
held against the customer’s record within the DMS. This
information is easily accessible and can be quickly updated by
an authorised DMS user. All changed to the information are
fully auditable.

For customers on versions prior to 9090

Personal data is easily accessible and can be updated by an
authorised user. However, there is no automatically created
audit trail. Any history of modifications to the data will need
to be manually created and stored outside of the DMS.

Where no longer required, Autoline Revision 8 allows the
erasure of a customer’s personal information. Where a data
subject’s personal data has been shared with a third party,
you must inform the third party. You must also inform the
data subject of these third parties.

As the Data Controller, it is your organisation’s responsibility
to update any third parties to whom a data subject’s personal
data has been previously disclosed with any rectifications,
requests for erasure or restrictions from processing. Any
personal data that you do send to a third party should always
reflect the latest changes made to it.

Evolving the Automotive Retail Experience

CDK Global Holdings (UK) Ltd, Cygnet Way, Charnham Park, Hungerford, Berkshire, United Kingdom, Company No.: 09347879
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The right to be informed encompasses your obligation to provide ‘fair The Right to be Informed
processing information’, typically through a privacy notice. It (See GDPR articles 12(1), 12(5), 12(7), 13 and 14
emphasises the need for transparency over how you use personal data. and Recitals 58-62)

Under the Data Protection Act (DPA), individuals have a right to ‘block’ The Right to Restrict Processing

or suppress processing of personal data. The restriction of processing (see GDPR articles 18, 19 and Recitals 67)

under the GDPR is similar. When processing is restricted, you are
permitted to store the personal data, but not further process it. You can
retain just enough information about the individual to ensure that the

restriction is respected in future.

Individuals have the right to object to:
e processing based on legitimate interests
e direct marketing

The Right to Object
(see GDPR articles 12, 21
and Recitals 69 and 70)

at which point, you must no longer process their personal data unless
you can demonstrate legitimate grounds for continuing to do so.

The GDPR provides safeguards for individuals against the risk that a Rights in relation to Automated Decision
potentially damaging decision is taken without human intervention. Making and Profiling

These rights work in a similar way to existing rights under the Data (see GDPR articles 4(4), 9, 22
Protection Act (DPA). You will need to identify whether any of your and Recitals 71 and 72)

processing operations constitute automated decision making and
consider whether you need to update your procedures to deal with the

requirements of the GDPR.

Evolving the Automotive Retail Experience

Existing functionality/ CDK comment

As the Data Controller, the onus is on you to update
and publish your privacy statements to reflect the
GDPR requirements (these were detailed in our
previous GDPR communication).

Autoline Revision 8 allows you to restrict the
processing of personal data, upon request.

Within Autoline Revision 8, it is already possible to
amend and/or delete customers as appropriate.

In automotive retailing, this is most likely to occur
when liaising with finance houses, who may
undertake such activities in determining whether a
customer is eligible for finance. In this scenario, the
finance house will need to disclose the details of
the automated decision making processes to the
data subject.

CDK Global Holdings (UK) Ltd, Cygnet Way, Charnham Park, Hungerford, Berkshire, United Kingdom, Company No.: 09347879
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2. New Development Updates

In this section, you can find high-level information around the key developments that CDK Global are undertaking in relation to GDPR. In Section 4, entitled ‘New
Developments — more details and screenshots’, starting on Page 13, you will also find details about some smaller developments that are not detailed in this
section.

If you are one of the few remaining customers on one of the older versions of Autoline Revision 8, prior to version 9090, please read this section in detail to
understand the limitations of your current version.

a) New development updates related to the ‘Fundamentals of Data Processing’

Relates to Development Customer Availability

You need to be able to identify customer The Principles relating to For customers on version 9090 and above February 2018
data for which the storage is no longer Processing of Personal Data Update of existing consolidation tools to allow
necessary for the purposes for which the (see GDPR Article 5 and Recital 39) identification of all tables within the DMS that contain
personal data are processed. data subject’s personal information so that it may be
completely deleted from the system, if no longer
required.

A new tool that shows the level of activity against a
customer will also be provided to help identify
customer data that could possibly be deleted.

For customers on versions prior to 9090

It will be possible to identify all tables where personal
information is stored within the DMS, so that a data
subject’s personal information may be deleted, if no
longer required. We are currently investigating if
deletion can be achieved by means of a standard
update report. More information to follow on this
topic in our next communication.

Page |8
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Relates to Development Customer Availability

Processing a data subject’s
personal data should be
only where there is a lawful
basis for such processing
(e.g. consent, contract,
legal obligation)

The Lawfulness of Processing
(see GDPR Article 6(1) and
Recitals 39-50)

Users can already capture whether a data subject had opted out of phone-based
communications via the TPS check box and also if they have opted out of receiving
marketing communications via post (mail). fax or email using the same TPS check
boxes. However, these new developments provide additional functionality, which
varies based on the version you are currently running.

For customers on version 9304E-31 and above

Recording of consent for marketing purposes against a customer’s CRM record by
channel (Email / SMS / Letter / Phone) and split out by department (Vehicle Sales,
Service, Parts), by OEM (vehicle manufacturer) and 3" Parties. A record of each
modification is kept for audit purposes. For marketing activity, customer lists can
be easily filtered based on consent. Additionally, you can provide a data subject (a
customer) with a printed copy of their agreement, should they request it.

For customers on versions between 9090 and 9304E-30

The TPS check boxes that allow you to capture consent for Phone, Email, Fax or
Post (Mail) will now also include one for SMS. Users will also be able to stipulate
start and end dates for a data subject’s consent agreement. Upon request, you can
also print out a copy of a customer’s consent agreement. You can also view an
audit history of all updates to a data subject’s consent.

For customers on version 9090 and above

A report will allow users to identify which consent agreements are nearing their
expiry dates, so that you may contact data subjects to renew their consent
agreements, if required.

For customers on versions prior to 9090

Due to the age of the product, we will not be able to provide fully automated
support for the existing PECR and forthcoming GDPR regulations within the DMS.
Customers can only manage consent for postal activity within the DMS. Managing
marketing consent for other channels (SMS, email, Phone) will need to be done
outside of the DMS.

Evolving the Automotive Retail Experience

CDK Global Holdings (UK) Ltd, Cygnet Way, Charnham Park, Hungerford, Berkshire, United Kingdom, Company No.: 09347879
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b) New development updates related to the ‘The Rights of Individual Data Subjects’

Relates to Development Customer Availability

Provide a data subject, upon request with:

e confirmation that their data is being processed; (see GDPR articles 12, 15 and Recital

e access to their personal data; and
e other supplementary information

Provide a data subject, upon request, with a copy
of the personal data stored on them, allowing
them to move, copy or transfer personal data
easily from one IT environment (and Data
Controller) to another in a safe and secure way,
without hindrance to usability.

The right of Access

63)

Right to Data Portability
(see GDPR articles 12, 20
and Recitals 68)

For customers on version 9090 and above

A log will be recorded for every time a customer’s
personal data has been used, whether it was for
marketing purposes or a data extract to an external
organisation (i.e. for OEM or third party use). There is no
personal data help within this log table. A report will also
allow the Data Controller to inform the data subject of
how their data is being used, upon request.

For customers on version prior to 9090

There is no automated log table that details when and
for what purpose a data subject’s personal information is
being processed. It will be a manual process to inform
customers of how their data is being processed.

Ability to create an export of a data subject's personal
data in a standard format (CSV) and provide them with a

copy

Evolving the Automotive Retail Experience
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3. Existing Functionality — more details and screenshots

In this section, where relevant, we have included some additional information about functionality that
already exists within Autoline to support your organisation with its compliance with GDPR.

a) Modification history of personal information — for versions 9090 and above

When in a customer record, you can easily view all the modification history of a data subject’s
personal information, by clicking on the ‘Audit’ option from the Customer Options menu.

B kec's CRM (MK/01) (kec/1024)
File Reports Tools Customer options Contactdetails Help

g Transaction log @ H

Exit Veh-maint-reven Edit
Letters
CRM Sh Complaints
Sho . :
My %) Satisfaction ftional Details | Associated y

Driver-details
%  No Notes T ——

Customer vehicle |

. 534165455

Family tree
ﬁ Extra details
@ Audit

|  Date Dept| Exec |Type Notes

Audit option from Customer Options menu

On selecting Audit from the menu, you will be presented with a screen from which you can view the
complete modification history of a data subject’s (customer’s) personal information.

@ View database audit file o x

Fhers

Modue: VK -] raple:  [tarct =l | User: | =1 _teo |

Dates:
] = o _Seach | _ Cexr || Decer

Company: Column | J I J FORWARDS
N.B. Fiter tems in [brackets] | Fecord key. Key path I
are sudt cortrolled % Record added Field amended X Record deleted e
Mod W/Co| Table [Column | Occ | Date Tme [Onginal value New value Record detals User
MK 01 tagt ADDRESS 1 12102017 101311  Rua Pinheio Manso - New street ¥ 123 Andar 55 "MAGIC" = 3 kee
MK Oltagt ADDRESS 2 121072017 104311  N®123 Andard From 2 now location "MAGIC” = 3 kee
MK 01 targt  FIRSTNAM 1271072017 10:13:10 Manuela Coreia Abed "MAGIC" = 3 kee
MK 01tagt FIRSTNAM 137102017 104704  Abcd Customer “MAGIC" = 3 kee
MK 01tagt OSURNAME  12/10/2017 101311 Something "MAGIC” = 3 kee
MK 01tergt OSURNAME  13/10/2017 104704  Something "MAGIC” = 3 kee
MK Dtargt  PHONE 112102017 101311 225341654 2253416444 "MAGIC” = 3 koo
MK Ol tagt PHONE 2 127102017 101311 225341654 22524165455 "MAGIC” = 3 koo
MK 01 targt  POSTCODE 12102017 10:13.11 4100413 4100 "MAGIC" = 3 kee
MK 01 targt  SEX 1041072017 20:11:05 F "MAGIC" = 3 kee
MK 01 tagt SUFFIX 1041072017 20:11:05 123456789 "MAGIC™ = 3 kee
MK 01tagt SURNAME 12102017 101311 Siva 12345 "MAGIC™ = 3 kee
MK D1 targt  SURNAME 12/10/2017 104704 12345 Name "MAGIC” = 3 kee

< >

Modification history of a customer’s personal information
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b) Deletion of a customer record — for versions 9090 and above

On the Customer tab within CRM, you can set the customer status to ‘X - Marked for deletion’ for the
customer record be removed from the system via a batch deletion process, unless still required for
legal or contractual reasons.

3 kec's CRM (MK/01) (kec/1024)
File Reports Tools Customeroptions Contact details Help

o P @ lial | = yy
Exit Open.. Close Edit Save Wizard mode Letters Complaints  Satisfaction ~ No Notes  Extra details
CRM Shorteuts | Find record: [ ~.| § Customer Name

Summary | CU!tD'“'!fl Addtional Details | Associated vehicles | CRM documents | My Leads | Dashboard | Data protection

S
Teerntids: [ <] [ [MC_ | | Homephone: [2253416442 [
Fistname:  [Customer Work phone: [22534165455 [
Sumame: [Name Work extension: |
Sumsme2 | Mobile phone: [ [
Salutation: | Customer Fax: [ [

Email: I |—
Prefered contact no.: | ~O
Address: New street N2 123 Andar 55 Source of business:
= From a new location | ouT LI
PORTO Status:
|L| Live - Direct Mail LI

Postcode: 4100 Live - Direct Mail

L
N Live - No Direct Mail
D Live - Data Protected
Stop all mail: [_ Sensitive customer: |— X M‘:ked f; deletion p——

Set customer status as ‘X — Marked for deletion’ against a customer’s CRM record
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4. New Developments — more details and screenshots

In this section, you will find a lot more detail, including screenshots where relevant, regarding new
developments or enhancement that are either already available or due for release soon.

a) Consent Management — for version 9304E-31 onwards
With the latest consent functionality, you can now:

e Capture consent by marketing channel for departments, brands and third parties against
individual customer records

*  Modify or withdraw consent at any time

* View an audit trail of all changes to consent

* Easily filter customer data based on consent levels for marketing activity

* Provide a printed copy of the consent agreement to a customer on set-up, or when an
agreement has been modified or withdrawn

System set-up required: Yes
i) Consent Capture

For each area of consent, the status can be set to either D for Declined, A for Allowed and U for
Unknown. As a default consent is set to U for Unknown until consent has either been approved or
declined. As standard, the permissions have been set to include consent by channel (SMS, Email,
Phone and Post) for the Service, Sales and Parts department. Consent can also be captured for the
vehicle brands that you represent, plus third parties that you share a data subject’s data with.

o
&

Service Post
Sales SMS
Sales Email
Sales Phone
Sales Post

O>»>2>»002> >0

=

Consent capture by channel by department

f—

1t
nfu
@3szza=as

4

Consent capture against the customer’s CRM record
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Printing out a Consent Agreement

You can easily print off a copy of the customer’s consent agreement when they are set-up or
subsequently modified by right-clicking your mouse within the consent agreement table and
selecting the ‘Print’ option.

2100 P |Customer | ¥ 115/10/2017 |Service SMS

Service Phone
o o Service Post
iew audit log Sales SMS
Sales Email
Sales Phone

T aoT]

Audit trail for Consent Changes

All changes made using the new consent capture tool are recorded for audit purposes. You can
quickly view the audit trail by right-clicking your mouse within the consent agreement and
selecting ‘View audit log’. You can easily see when an agreement was made and/or modified and
which DMS user updated it.

Audit records are split out by:
e Customer (by department)
o OEM (by brand)
e 3"Party

Examples below...

5 Data Protection Audit Log - x
Ficheiro  Ajuda

?

H
Fechar | Ajuda

Audit records of the cument agreement

cC 10/2017 20:20  Agreed Agreed Denied Denied Agreed Agreed Agreed Der

Audit screen for consent by department

Audit records of the cument agreement

User Date created Time created BMW SMS MINI SMS BMW EMail MINI EMIAL

131/10/2017 |Agreed  |Aqreed  [Agreed  |Agreed

Audit screen for consent by OEM (brand)

Page |14
Evolving the Automotive Retail Experience

CDK Global Holdings (UK) Ltd, Cygnet Way, Charnham Park, Hungerford, Berkshire, United Kingdom, Company No.: 09347879



iv) Selecting customers who have consented to marketing activity

When setting up a marketing campaign, to ensure you only include those customers who have
consented to receiving marketing communications, you can select to include only those customers

who have consented for dealership (Customer), OEM or 3™ Party communications within a given
time frame.

Main | Letter | Selection | Customers | Ignored customers |
Campaign details Selection
Summary: I Branch | LI
Short name: On behalf of: | LI
Description: Based on: | _I
| r—
) Select a statement - X
File Help
Owner: kee kee
| M| ?
Campaign type: Close Check | Help
KPrint form: KPMLETTER[VO1]
Select a statement
Manufacturer Country| Version Statement description From To Select?:
Status 00 PT 1 Customer 08/10/2017 10/10/2018
Matches: 0 101/01/2017 [31/12/2018 | ¥
Selected: /7
Printed: /ot

Customer selection based on consent for marketing activity

Traffic light flag to identify consent status

To help you to more quickly identify the consent agreement of a customer from various points
within Autoline Revision 8, a traffic light icon has been placed next to the customer field on the
following screens:

o Identify tab within Vehicle Administration
e Point of Sale (main screen)
e CRM Information notes screen (available from a number of areas)

The following colours indicate the following statuses:

e Red = All Channels Declined (No consent given)
e Amber = Mixture of Declined and Allowed (need to check where you have consent)
e Green = All Channels Allowed (Consent given)

_Eﬂ Vehicle Administration - Amend mode [N100372] (VS/01) (kcc/1024)
File Display Finder Vehicle Tools Report Help

A L B2 @ UE?!'@‘E]‘T\

Exit New Open Save Close N100372 Print Log

Definition | Identity | Specfication | Purchase Brief | Sales Brief | Finance Detais | Nominal Analysis | Cost Det

Vehicle description: [Enter Full Vehicle Description Chassis numbe
Invoice and Customer A/c Details
Customer: 3 | @I Customer | Company | Customer Name Nam
Invoice A/c: cooooos 55| Customer A/c: [_
N |Customer Name Name2 Name: ,_
Address: New street N2 123 Andar 55 Address:

From a new location

e«

nanT:

Customer consent indicator within Vehicle Administration
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CEIEIEL Y

.. Ope.. Bxit | Notes Nego..| Load Loa.. | Com.. Cus..V
1 CDKuser
WIP number: IO I Account | Options | Order | Codes | Notes | Vehicle |
Account code: d700010
New street N2 123 Andar 55 - .
From a new location =

Customer consent indicator within Point of Sale

E Customer Name

= d 7 Data protection agreements (2)
= 8 Customer extra details exist
Customer (Default) - Use: Customer - Status:
Customer (Default) - Use: Customer - Status:
8] OEM - Use: Customer - Status:
ﬁ Customer extra details exist

Customer consent indicator within CRM Information notes

&) Showroom Enquiries - Cash Invoice for Customer Name (SR/01) (kec/1015)

File Edit Demonstrators View Tools Help Vehicle stock record

W e e 8 hh O WL B F oA

Email Print  Casefile.. | Customer Clear cu.. Qualific.. Finance Trade-In Vehicle Options Summar... Prsmh.,.! Book de...

m] X

o -

Exclude ... | Vehicles...

Vehicle details Basic details
®CDK Description VIGNALE MONDEO SEDAN VIGNALE 2.0 TDG Bi-Turbo 210 List price.
) Colour: to be chosen\ Options\Accessories.
@ Clot On The Road
Doors: 0 Cartax:
Engine: 2017cc Total excl. VAT
- Stock n/a VAT
Autoline | - -
Traden allowance:
Total equity.
Amount to pay
Customer detais
Name: Customer Name E
Address: New street N2 123 Andar 55
From a new location
PORTO
Postcode: 4100

Customer consent indicator within Showroom

EI Debtor Accounts (SL/01) (kcc/1015)
File View Edit Index Advanced Help
- & S &
A W4 > MDY XK H > B B
Exit: First  Previou Mexxt Last nsert  Amend Delete Save Undo Ad-hoc  Setup Help
Account: 000009
Main Detals | Other Details | Financial | E-Invoicing | CRM Mapping |
Name: |CustomerName
Short name: [CO00009 @ Telephone number: 2253416444
Full address: New street NE 123 Andar 55 Telex number: —
From a new location
Lacat | Fax number:

Customer consent indicator within Sales Ledger

Evolving the Automotive Retail Experience
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i) Consent Capture

System set-up required: No

Consent capture is managed using the existing ‘Stop all mail’ and ‘TPS’ check boxes, which cover the
different communication channels (Phone, Fax, Email, Postal). A development is underway that will

also allow you to capture consent for SMS via a TPS check box on this screen.

TPS

Home phone: [52311841 [
Work phone: [252301950 [O'
Woark extension: |
Mobile phone: (917847904 |—
Fax | [
Email: |gamifonseca@sapo_p1 |—
Prefemed contact no.: 3 Mabile - O

—

Source of business:

o 7]
Status:

L Live - Direct Mai |
Transport type:

| -

Summary | C-|-|510|'|'"3|'| Additional Details | Associated vehicles | CRM documerts |
Title/Initials: |Sr j |Senhor |
First name: |Gabrie|
Sumame: |MiIEI"IdE
Sumame Z: |F"|'1~'59‘3EI
Salutation: |Senhor (Gabriel Fonseca
Address: R. Dr. Alberto Sampaio 1056 4A
Edit
CALENDARIO
Postcode: 4760
IStop all mail: l_ Sensitive customer: l_

Consent capture using existing mechanisms within Autoline

When a customer record is created for the first time or when any of the TPS fields are updated, upon
clicking the ‘Save’ button a new screen will pop up, which allows the user to define a date range for
the agreement, should you so wish. Clicking ‘OK’ will store the agreement with the necessary date

ranges.

Towards the end of the defined agreement period, you may wish to seek fresh consent from a data
subject if you wish to continue contacting them for marketing purposes. To be clear, there is no

interdependency between the agreement dates and the consent statuses.

3 Print Consent

Consent Dates

Please fill the agreement end date or leave it blank if
undetermined

Start Date |21n2m11
End Date |2?,'12f20117 .

vy~ OK |5

Print

|

Define a consent date range

Evolving the Automotive Retalil
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ii) Printing a copy of the consent agreement
System Set-up required: Yes
The ‘Print’ option allows you to print off a copy of the consent agreements for a data subject, upon

request. A standard consent agreement template will be supplied, however, you will need to configure
it to meet the specific needs of your business.

@ print Consent

—Consent Dates

Please fill the agreement end date or leave it blank if
undetermined

End Date |27,'12.r2q| 7

v oK G  Pin | ‘

Print a copy of a data subject’s consent agreement
iii) Audit trail of consent changes

A new development is underway that will provide you with an option from the CRM tools menu to
view a customer’s ‘Agreement History’, which is a history of changes to a data subject’s consent. You
can print a copy of the latest consent agreement to share with a data subject, upon request. It is also
possible to re-print a copy of any consent agreement that has been previously printed as a copy of the
agreement is automatically stored in the document archive.

Crmere

I'| —Agreements

[Start date [End date |Akref

=1 Print

List of customer's agreement history

Audit trail of a data subject’s (customer’s) consent changes
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c) Logging when and where personal data has been shared - for versions 9090 and above

System set-up required: No

A data subject (customer) has the right to know if his/her personal data is still being processed in
accordance with the consent they he/she has previously provided. To meet this requirement a new log
table has been developed, which records when a customer’s personal data has been shared (internally
or externally) and for what purpose. It details whether the data has been used for marketing activity
using one of the agreed communication channels (Email, SMS, post) or whether it has alternatively
been sent to an OEM (vehicle manufacturer) or other 3™ party. By creating a report using this log

table, which contains no personal information, the data controller can inform the customer how their
data has been used.

9 GDPR customer log - Shared data (kec/4085) — X
ot o [ g
Customer magic(ZERC = NONE) | ] l

Cancel
Company magic(ZERQ = NONE) I 0 J

Help
Start Date v I
End Date lﬁ Schedule
Add to batch

Either customer or company magic is mandatory to enter
Leave dates blank for cumert month.

‘GDPR customer log — Shared data’ enquiry screen

9 GDPR customer log

- [m] X
MK Comp MK Type Customer ID Date Time Evert Record ID Branch Source module! Source company User [D Flow (In/Out
59 081272017 8.42 CAMPAIGN
00 T 58 11122017 16.46 CAMPAIGN E-Mail HUN MK 00 kee out
a0 T 58 1412/2017 7.25 CAMPAIGN E-Mail HUN MK 00 keo ouT
Completed. Records: Read 3, Printed 3

GDPR customer log enquiry output screen, showing how their personal data has been used
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System set-up required: Yes

Within the CRM Parameter Configuration Utility, in the CRM Parameters area, you can now record the
details of each CRM company’s Data Controller (it may be the same person for all) in the ‘Data

Controller Information parameters’ section. In the future, this could be used to restrict certain
functions within the system to the profile of a Data Controller.

B8 CRM Generic Co parameter configuration wtility - CRM Generic Co (kec/4026)

- [m] x
File Edit Tools Help
= R | =| ?

Exit Amend Copy Grid edit | Help

Project parameters Data Controller Information parameters - Company: MK/02
-4 Campaian parameters Data controller information of GDPR
15 CRM parameters Autoline User ke CDKUser23
€ CRM documents
€ CRM Lead parameters Data Cortroller Name: [CDKUser123
-4 CRM Lead Web S
% CRM ottt D:Z::em Cortact Information 1: flestkcc@edk com
€ Data Controller Information parameters Contact Information 2: [0800500005
[ 00 - Shared data
[ 01 - Dealer 01
& 02 - Warehouss 02
[ 03 - Company 03
[ A7- ATCompany
[ TR- Training Company
[5] VC - De-dupe test
) General CRM parameters

Information

Release: X4B

Data Controller profile details
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d) Personal data modification notification — for versions 9090 and above
System set-up required: Yes

When a user modifies a data subject’s personal data within the customer’s CRM record, it can be set
so that a notification message pops up. This will advise the user that they need to inform any third
parties (OEM or other) with whom the data subject’s personal data has been shared with of any
changes. The wording of the advisory message can be altered within the CRM notification parameters
in the CRM parameter configuration utility.

{9 CRM Generic Co parameter configuration utility - CRM Generic Co (kec/408) - o X
File Edit Tools Help

& b = «
= < & ?
Bit | Amend Cancel Save  Copy  Paste | Gridedic| Help
~Project p ~CRM nolificati ~Company: MK/
B Campaign parameters Active on tanget |7 Language Engish  ~

E3-Jg CRM paramet
ﬁ?_ L c;:.m;:m, Target netfication
@ CRM Lead parameters
@ CRM Lead Web Services

Personal information has been modified. These changes should be reported to those w

€ CRM notfication paremeters faiveon comgany: v/
+~[=] 00 - Shared data Company notification: [Personal information has been modified. These changes should be reported to those w.
01 - Dealer 01
02 - Warehouse 02

--[=] 03~ Company 03
A7 - ATCompany
TR - Training Company
VC - De-dupe test
-+[=] ¥4 -CRM Generic Co
@ Data Controller Information parameters
@ General CRM parameters

Notification message for company record.

Language selecion for popup message Release: X4GDPRBASE 1.0

Set-up of notification message

= . | ]

File Reports Tools Customeroptions Contactdetails Help

a3 B = LW e el R e o B oW

Close Save Wizard ... | Compl.. Extrade.. Extrade.. AOIAc.. AOIDe.. | Contac.. Chain |
|
CRM Shodcuts | Find record: [ | Mr Customer Name |
My Shotcuts
Summary | Customer | Addesonal Detais | Associated vehicles | Dashboard |
S
Thle/ntids: [V p Home phone [ore38 523256 9
First name: [Customer Work phone | |_
Sumame:  [Name Wokedengon, [
@) COKUser123's CRM - X  Bsseiss2 F
Sagaton Mr Namy Personal Information has been modfied. These ? r
changes must be repotedto 3PAs [-
=0

Co] o |

147
Newt [YEL  Yelow pages -~
Berks

=

| Live - Drect Mai -l

Transpod type.
Stop 2 mad F Senstive customer: F I _'j

00000059 Edt Mode

Example of notification message against a customer’s CRM record
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e) Extract of a data subject’s personal information in CSV format — for all versions

System set-up required: No

A data subject has the right to request to be provided with an electronic file with his/her personal data

in a standard format so that they can transfer it elsewhere. To make this possible, a new extraction

report has been created with Report Generator called Export Customer Details that will allow you to

deliver to a data subject, in three steps, his/her personal information in a CSV file format.

3 Export customer details (MK) - Dealer 01 (kcc/4026) -
Enter customer magic o 1=
x|
Cancel
Help

Schedule

X

Add to batch

f Customer magic fs equal to ZERO. all records are exported.

Step 1 — Enter customer number

189 Export customer details (MK] - Dealer 01 (kec/4086 - X

Enter customer magic [ 281 J=| oK I
) Select lte... - x Cancel

portfileto-PC
Quit Schedule

Add to batch

rommergee 0% | _concd |

Step 2 — Select ‘Export file to PC’

FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW PDF-XChange 2012
¥ cu | oo e 3o
Calibri o o & & = == EF Wiap Text General - = 2] ¢ €= EEX B
Bl Copy - ) = [=5] ok
Paste - - - A - = = = &= 3= . @. o N 0 00 Conditional Formatas — Cell Insert  Delete Format
' Format Painter B I u - & - - - - Merge & Center % W Formatting= Table  Styles~ - - £
cipboard 5 Font 5 Atgrment 5 Namber 5 Ses cens
6 - fe
A B C D E F G H I J K L M N o P Q R
1 [Firstname Surname Second surname Telephone numbers 1 Telephone numbers 2 Telephone numbers 3 Telephone numbers 4 Address 1 Address2 Address 3 Address 4 Address 5 Postcode E-mail address Social ID number Gender Date of birth
2 |Customer Name 01663-12345678 01663-12345678 01663-12345678 01663-12345678 Addressl Address? Address3 3326 something@someone.com 123456789 M 31/03/1974
3
H
Step 3 — A report is created with the data subject’s personal information in CSV format for easy transfer elsewhere
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5. Re-cap of the key responsibilities under GDPR

To help clarify both your organisation’s and CDK Global’s position with relation to GDPR, below are
summaries of the roles that both organisations need to perform.

The definition of personal data has been widened under GDPR, and now includes not only information
which identifies an individual, but also information which makes an individual identifiable. This second
category can include online identifiers, IP addresses, and data sets where, if taken individually the data
might appear innocuous, but where taken together can reveal a detailed profile of an individual.

Processing is defined so broadly in the GDPR as to cover anything that can be done with data,
including storing or deleting it.

Article 4 of the GDPR defines a data Controller as a person (either a natural person or a company)
who, alone or jointly with others, determines the purpose and means of the processing of personal
data.

You determine how and why the personal data of your customers is processed, and are therefore a
Controller for the purposes of the current data protection laws, and GDPR.

e A Processor is defined as a — person which processes personal data on behalf of the controller.

CDK Global acts solely as a processor in relation to any data processed by a CDK Global product; we
process data on behalf of you, our dealer customers. This position is the same now, and is not
changing under GDPR.

Under Article 5 from the EU GDPR, the controller shall be responsible for, and be able to demonstrate
compliance with, the principles relating to processing of personal data. These are:

e Lawfulness;

e fairness and transparency;

e data minimization;

e accuracy;

e storage limitation and integrity; and

e confidentiality of personal data.
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Lawfulness

GDPR provides that processing is lawful if it is carried out on one or more specified grounds. For
the majority of CDK’s automotive retailing customers, three of the specified grounds will be
relevant. These are:

1. Consent

Consent is the grounds of processing which gets the most press coverage, and is an absolute
requirement for marketing, but will typically not be the ground on which most processing
relies. Consent must be fully informed and unambiguous, and can be withdrawn at any
moment; in the case of withdrawal of consent to processing, all future processing based on
that consent must immediately cease.

2. Necessary for the performance of a contract

This grounds for processing is distinct from consent — for example, you may process a
customer’s details in the DMS when carrying out a repair to their vehicle, but that same
customer may not have provided you with consent to market to them.

3. Necessary for the legitimate interests pursued by the Controller, except where
overridden by the fundamental rights of the data subject.

This is the widest and most useful grounds for processing under GDPR, and allows Controllers
to carry out processing activities provided that they have given the appropriate weight to the
rights of the data subjects concerned.

The data subject has a right to object to processing under this ground, at which point the
Controller must justify the interests in processing the data.

It is important to note that your DMS processes personal data for a number of different purposes;
the removal of one ground for processing the data (for example, the customer no longer wishes to
receive marketing communications) does not mean that processing based on other grounds must

also cease.

Fairness and transparency

Fairness and transparency means that you are obliged to tell your customers how you are
processing their data, and who it is being shared with (for example, an OEM).

One of the purposes of GDPR is to create transparency in processing chains for data subjects, who
should be able to follow their data and exercise their rights against anyone processing that data.

The key to compliance with the fairness and transparency principle will be your privacy statement
that you provide to your customers, and which we anticipate will set out the information required
under GDPR.

It is worth noting that similar provisions apply where you receive personal information indirectly
(e.g. through lead management).
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Data minimization

This principle means that you should not be keeping data for longer than it is required, or more
data than you require for the specified purposes for which you are processing it.

Accuracy
Any data that is being processed must be up to date and accurate.
Storage limitation and integrity

Data must be stored only for as long as it is required for the purposes for which it is being
processed.

Confidentiality of personal data

The Controller must have in place systems and processes that protect the confidentiality of
personal data.

Under GDPR, Processors have the following obligations:

e Processing must meet the requirements of GDPR and data must be processed in accordance
with the Controller’s instructions;

e Sub-contracting of data processing only with consent of the Controller;
e A binding contract must be in place between Controller and Processor;

e To demonstrate compliance by maintaining a record of all categories of processing activities,
details of the controllers and any other processors and of any relevant Data Protection Officers
(DPOs), the categories of processing carried out, details of any transfers to third countries and
a general description of technical and organisational security measures;

e To implement appropriate security measures;

e To notify the relevant controller of any data breach without undue delay on becoming aware
of the breach;

CDK Global are currently revising our standard terms and conditions to take account of these
obligations.

Additionally, from a data security perspective, where required, CDK must implement appropriate
technical and organisational measures to ensure a level of security appropriate to the risk.
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